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Annex to ISO 27001 Certification Application
please answer the following questions with the SCOPE of the Information Security Management System ISO 27001:2013 (ISMS)

	Type of data to be processed:
(e.g. Technology Design, Finance / Banking, Insurance / Health, Military, Information Technology, Marketing / Commerce / Advertising, General Personal Data, Sensitive Personal Data, etc.):
	

	
	

	Confidential documents:
Does the ISMS system include documentation (procedures, records, etc.) classified as "confidential" and / or not available for verification?

	☐ 	Yes
☐ 	No



	Number of users
	 

	Number of servers
	

	Number of workstations + computer + laptops
	 

	Number of staff involved in design,
development and maintenance:
	

	Connections:
	☐ 	General internet access
☐ 	Distribution of e-mails
☐ 	Remote connections / Extranet 
☐ 	Local networks
☐ 	Data transfer

	Cryptography / digital signature:
	☐ 	External / Internet connection with usage of cryptography 
☐ 	Digital signature 
☐ 	PKI 

	Internal IT systems:
	☐ 	Different platforms / heterogeny operating system 
☐ 	Different platforms / homogeny operating system 
☐ 	Single platform / operating system

	
	Describe the types of platforms and the operating system used:

	
	

	Mandatory compliance with regulations:
	☐ 	Non-compliance leads to legal consequences
☐ 	Failure to do so will result in large fines or negative picture of the organization
☐ 	Failure to do so will result in insignificant penalties or impact on the image of the organization

	Is the logistics particularly complex? 
(i.e. different buildings for each sector / at 
multiple locations)?
	☐ 	Yes
☐ 	No

	Risk for the type of data processed:
	☐ 	High
☐ 	Medium
☐ 	Low

	Information storage media:
	☐ 	paper
☐ 	paper and electronic
☐ 	electronic

	IT system/ processes in outsourcing:
	☐ 	Yes
☐ 	No
	If the answer is YES, then specify which processes and how they are use?

	
	
	

	Type of software / applications used:
	☐ 	standard
☐ 	non standard

	Does the organization have its own development environment?
	☐ 	Yes
☐ 	No
	Provide details if the process is outsourced:

	
	
	

	Are there any additional / unusual aspects to information security?
	☐ 	Yes
☐ 	No
	If the answer is YES, then specify the details
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